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1．Introduction   advance． 畠O that the function of  

man且gementi卓 reBtricted within narrow  

Belections．（皇）Iti日i皿pO舶ible to get the  

detailmanage皿entinbrmation of any  
renote devic朗Or high－1evelmanaEement  

re日ult＄丘om remote皿anagement Station日．  

（3）Any coordination mechani呂m，WhichiB  

an eBBen七ial function hr multi－manageI・  

network皿anagement arChitecture，doesnrt  

existbetweenseveralm且nagementBtation乱   

Forthe且r日tand畠eCOndis呂ueB，Wehave  

approachedo11r＄Olutionsinreport呂（1牌．In  

thiB PaPen We Pre畠ent色白Cheme，namely  

Multi－Man且ger Supporting Me血amism  

ba畠ed on SNMP．driven Hierarchical  

Network Management，tO Settle the third   

Reeently，mOre且ndmorenet，WOI・kdevices  

havebeencomlngtOCOnneCtwithanetwork，  

Tb u弛One management Station町Stem tO  

monitorthewholenetwork，Whichisusually  

Called centIrali2：ed management metllOd，is  

not an appropriate畠01ution obviou呂1y．In  

Order to 日ettle thi呂i貼11e，a di白trit】uted  

network血且nagementInethDdwa且PrOpOSed  

tolnanageCOmPlexnetwork．However，there  

aI・e also 削〕コ1e de且ciencieB且呂日OCiated with  

thi昌 netWOrk 皿且nagement SOlution．The  

皿aindeficien亡ie畠includethe鮎IlowingB．（l）  

The皿anagedobjec七島inMIB（Management  

IIl鈷rmation BaEFe）have been de丘nedin  
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functioninga日aChildinthehierarchy，and  

achieve the man喝ement functiDn．The  

managementnodemaybelongtoeitherthe  

rootdirectlyoranother皿anageInentnOde．  

i昌Sue．The purposeis t．odevelop且neXible  

and reliable methodto皿anagelarge・SCale  

distributednetworke仇ciently．  

2・HierarchicalNetworkManagement  
ユ．2CoJ）figurati伽IElem亡ntS   

Twoimportantconceptualentitie＄inthe  

hierarchical   network   皿anagement  

architectlユre are 皿ain manager and sub  

Inanager．The operation日 Of the main  

manager and the sub manager are皿ain  

conE）tituent of the tlierarchicalnetwork  

management．   

Astheroleofhighlevelmanage皿ent，the  

皿ainmanagertI・an51ate8thedemand丘on  

the human network managerinto the  

managementpolicyand日endBthepolicyto  

the凱1bmanager，Thenitwi11waitfbrthe  

advanced result modi且ed and arranged by  

the日五b manager．Afterunder＄tandingthe  

whole network condition日，the main  

manageri日 ready丘Ir Bending七he next  

皿anagementPOlicy．   

Not，e that a new nid－levelsub manager  

Canbein呂ertedbetweenthe皿ainmanager  

and current mid・1evel自ub 皿anager Or  

betweenthecurrentmid・1evel自ubnanager  

andlow・kvel訂ubnetwork．   

Themanage皿entta8kcantakeadvant且ge  

ofSNMPtoacceB日bothnormalMIBIIand  
RMONMIBmaimiainedbynotonly七he昌ub  
manageritBelf but a1日0 0ther devices  

includingRMONprobes，Whichcanbe呂etin  

theloweBt・1evel凱止networkBifnece日紺ryl  

Somecalculatedre凱11七日Canal80beobtaiIled  

bythemanagementta呂k   

The 皿anagement POlicy con日iBt畠 Of a  

queue of operationB．Every operation  

include8an OPeratOrthat repre日entS tlle  

mana酢ment COmmand，and an operand   

ヱ．10verview   

At nrst，，We take an overview of multi－  

1evelnetwork management architecture，  

namelyHiel・arChicalNetworkManagement  

Ar仁山tecture．It wa8 de畠ignedin our  

report畠（1）（2）to attempt to avoid the  

de丘亡iencies of the exiBting centralized or  

diBtributedmanage血entarchitectureEE，  

Fig，1Hierarchicalnetworkmanage皿ent  

archite亡ture   

The Hierarchical Network Management 

nethodi旦illu8tratedasghロWninFig．1．A  

rootofthehiel・arChycoulddelegatenetwork  

management policy to distributed  

manage皿ent nOdes，and then ju自t  

agEregateB the e畠SentialiIl払rmation and  

allowBlimitedacceBB丘Dmthenetwork．The  

management node would convert tlle  

management policyinto皿anagement ta日k  

一望－  



tllat rePreSent8the nanaged Dbjectal呂O  

irulu血喝 IP addre畠S ami object  
identiAer／畠tringASCIIcode．Fig．2give8the  

畠truCtureOfmanagementpolicy．  

即anagement Policy MIB）held by upper－  

1ayer manager．The8ameiIl伽mationiB  

tran曲rred to one more upper－1ayer sut）  

manager only by the11pPer－1ayer 自止b  

manager．Forexa皿Ple，”I）1■†andr．I）TIsend  

their亡Om皿unitynam朗andIPAddre鮨e畠tO  

■■C2‖．’．C2TIBendBit呂COmmunityna皿eandIP  

Addre細 and 七he sa皿ein砧rJnation come  

from”Dl’■and”D2叩to1．Bl‖．”Bl■Tju眉t畠end  

it畠in鈷rmationandlrClr”■C211in払rmationto  

”Alt・By the w叫the commumity namei自  

eBSentrial1y a pa畠呂WOrd with a畠畠OCiated  

managementrightgandprivilege畠（3）（4）  

NetworkManagem巳ntPolicy  
ヽ  
ヽ  
ヽ  

loperationN 

Op亡ー如Or  Operand  

Fig．2StruCtureOfnetworkmanage皿ent  

poli亡y  

3・Multi－ManagerSupportlngMethod   

The pu叩OSe Of Multi－Mamager  
SupportingiB tO PrOVide the mean畠 血r  

COOrdinationbetweenmultiplemana酢皿ent  

呂tations．Inotherwords，One management  

Station can reque5t managemeIlt邑erVices  

hlOm anOther nanage皿en七 島tation．Thi呂  

functioni日eBBentialinlarge一日Calenetwork  

management，e8PeCially fbr the case that  

any凱止皿ana酢ri80utOrOrder．   

A hierarchicalnetwork managemen七  

郎帽temCanbeconsidereda畠BhowninFig．3，  

Management呂tationlTA”isamainmanager，  

andother自are畠ul）man三唱erSbelDngingto  

theITA■r．Submanager．rB．1，Whichlocateson  

the 磨eCOnd layer in thi8 nulti・level  

皿anagement By昂tem，i8reSPOnBibility鈷r  

Onearea netWOrkmanagement，and”C”iB  

払ronedepart皿ent．   

FirBt Of a11，eVery 昌ub 皿anag町 Who  

degire白 tO hand off the management  
auth0rity to another mana酢町 Bend日 a  

management policy with the commllmity  

name 且nd IP Addre畠S tO the MPMIB  

Fig．3Exa皿pleofahierarChicalnetwork  

managementBy昌te111   

呂econdly，the uppeト1ayer邑ub manager  

readB Out the man且gement POlicy 鈷・0皿  

MPMIB and crea七esthe血anagementta白k  

to皿OnitoringtheBubmanager，Who畠entOfE  

themana．gementpolicy，tO11nderstandifit  

has troubleB tO WOrk．If”yes‖，tlle11PPer－  

1ayerInanagerWillacceptthe皿anagement  

authorityofthe凱1hnetwork，Whichbelongs  

tothe畠ubman∈噌erWith鈷ilureinworking」  

by u呂Ingthe co皿munity name ofthe Bub  

manager・IftIleupPer－1evelmanageri畠bu呂y  

indoingsomemanaFementtaBk呂elBe，itcan  

delegate the management a11th0rity to   

ー3－  



且nther management candidate by  
tran脆rI・ing the com皿unity name andIP  

Addz・e8日Ofthe fa辻ed畠ub managertothat  

man且gement Candidate by management  
poliey．  

1fthetroubleis紗DIved，thesub皿anager  

畠ends a new manaFementl］01icy to the  

upper・1ayer nanager to cancelthe prlOl・  

poli叩Theupper－1ayermanagerwi11disable  

the m白．naFement taBk by delete a record  

（mwent叩）intheMPMIB．  

amanagementpolicy．  
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4．Implementation  

4．1SNMPDeveloping   

HowtotakeadvantageofSⅣMPtorealize  

the HierarchicalNetwork Managementi畠  

ani皿POrtant themein our approach，  

becauBethe SNMPi畠Si皿plyimplemented  
Within  alm0自t eVery end・tO・end  

internetwollkingdeviceandacts a畠aba8ic  

toolhr current network managenent（B）．  

SNMPi日ba畠edonthemanagerlagentmodel，  

andi七日agent requlre＄皿iIlimalgoftware．  

Many vendor日 ロf both agent and  

management印加emimplementSNMRand  
continue to enhance it 仰．FrD皿 七he  

日tandpoint of theinteroperability，the  

SNMPTb舶edi皿Ple皿entationiB a E）en日ible  

亡hoi亡e．   

According to the IETF documents  

R下■Cl157（句，Rf－C14娼t4），RFC1908（7）and  

RFC2273脚，We developed tlle SNMPvl／  

V2Iv3a日abackwaz・d－COmPatiblepmtocolfbr  

hierarchicalnetwork manage皿ent，namely  

ExtendedSNMP（1）．ThePDU（ProtocoIData  

Format）i昌血owninFig．4andFig．5．   

Twoident，iner畠areinserted totheErroI・・  

Status＆ErrornIndexFieldofSNMP 

identi付thatthecontentwithinthi8PDUi＄  

■Tkh爛Ju■叩mlNl呵0阿■叫一戦艇劇h¶＋叫V一触）   

Fig．5Ⅰ奴tendedSNMPPDU  

（hroperandofmanagementpolicy）  

4．2SubManagerConstruction   

For implen］enting the hierarcllical  

network management sy日tem On a real  

TCPIIPnetwork，thesubmanagerba日edon  

SNMPv2i8reCO皿mended，becau呂e SeVeral  

agent昌OndifEbreTLtPOrtSOfonemathineca．n  

be run at the畠a皿e ti皿e under SNMPv2  

environ皿ent．TheSNMPv2agentalBOha且a  

＄trOngfunction（RowStatu白SYNTAX（9））on  

MIBtableoperationinaddition．  

Pdjcy  間y  

Fig．6Submanage＝・COn＄truCtion   

－4－  



4・3PolicyI王狙mple   

Next，We Pre8ent animplerneIltation  

exampleofmulti－mana酢r畠uPPOrting（Blto  

CB）whichi白 de畠igned on hierarchical  

network ma．nagement ba8ed on extended  

SNMP・The policy de日Criptionl且nguage  

re鈷r日tORer（1）．  

thelower－ed酢凱1bmanageristo8di抗cult  

to呂uPPOrting becauseit hol由manyIP  
Addre銅eB（manageddeviceB），WhidlCan■tbe  

tran呂鈷d此o upper一皿an且酢r e舶i卸；（2）two  

COnneCting upper－lower sub manager呂■  

払ilureh且邑nOWaytOBuPPOrt80metitneB．All  

the8eWillheouI・futllreWOrk．  

TbO匹相加rT血bl川l九IPMl丑   
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5．Conclusions  

Inthi8PaPer，WePreSented a阜Cheme of  

Multi・Man且ger Supportingin Hierarchical  

Network Managementl］aBed on Extended  

SNMP to coordinate8eVeralmid－1evel  

manaFer tO aChieve to goalofflexible and  

reliabilitymanagement血rcomplexnetwork．  

Theimplementation ex且mPles Bhowed the  

Way tO uBe tllefree・de日igned management  

POlicy to implement the 自uPPOrting  
mechaniBm On the most－WatChedIETF  

network．鮎且neme指1ngte血nolog洪SeVer且1  

un乱OIvedi8日ue日 eXistin multiLmanager  

呂upPOrtingmethodBOfar．Forexample，（l）  
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