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1. Introduction

In recent years, there is great interest in cyber
physical systems that tightly integrate physical sys-
tems and information systems from the develop-
ment of computers and networks [1][2]. However,
since the cyber physical system is directly linked
with the physical condition, it may cause a big ac-
cident when the stops of a takeover and the service
occur once [3].

Recently, there are many accident highlighted
such as the Maroochy water breach in March 2000
[4], multiple recent power blackouts in Brazil [5],
the SQL Slammer worm attack on the Davis Besse
nuclear plant in January 2003 [6], the StuxNet com-
puter worm in June 2010 [7], and by various in-
dustrial security incidents, cyber physical systems

are prone to failures and attacks on their physical

infrastructure, and cyber attacks on their data man-
agement and communication layer.

Previously cyber attacks were primarily attacks
on “information systems,” but in late years came to
be turned to “the control system” of large-scale fa-
cilities [8][9]. Most of the information in the facil-
ity is digitized and stored in the information system.
If confidential information leaks from there, it will
trigger further attacks. When the information in the
facility is clarified, the attacker first falls down the
information system, then the control system is tar-
geted and the facilities are damaged. Therefore, itis
necessary to construct and operate a secure system
in order to operate the cyber physical system.

In the scheduling using the cyber physical sys-
tem until now, the job scheduler that adjusts the
external signal was stopped for the job in which

the delay occurred, and only the job without delay
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was executed. Since the delayed job is stopped for
safety, the overall performance will be lower than
the original performance. In this research, a job
schedule that stabilizes the operation of the system
model by performing job scheduling using the con-
cept of the cyber physical system and can operate
the attack signal as much as possible against an

attack signal such as disturbance is created.

2. Cyber-Physical System

The cyber physical system digitizes a state for
the controlled object of the physical world. By
quantitatively analyzing the result, we control the

object to be controlled object more efficiently.
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Fig. 2 Relations with the physical world
Specifically, by collecting and using data ob-
tained from the real world, it will contribute to

improving the efficiency of the system.

For example, the ITS which is one of transporta-
tion system realizes improvement of transportation
efficiency and comfort by performing advanced
control on the computer based on information on
the physical world sent from sensors and cars em-
bedded in roads and signals. The computers are
being used to promote efficiency, and attempting to
raise production efficiency in agriculture by sprin-
kling with information obtained from sensors As
the system is controlled by the computer, efficiency
improvement is promoted and a better society for
human beings can be realized

In this research, when the disturbance occurs and
it becomes difficult to execute the job, allocate it to
the CPU with better performance than the current
CPU so that the scheduler sends a scheduling that
causes the job to continue so that the concept of
the cyber physical system Efficient control is per-
formed by using it. In addition, we propose a job
scheduling that can operate without disturbing the
system when disturbance occurs by using the the-

ory of cyber physical system as much as possible.
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3. Experimental Method
3.1 System Model

As an example of linear systems, we will employ
the inverted pendulum. This is the most basic ex-
periment of the linear feedback control. Not only
we invert a pendulum, but also it is necessary var-

ious control which freely move with reversing and
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wake up from a descent state. In my research, we
build a control system by using a state equation to

be provided from a inverted pendulum.

Fig. 4  Inverted pendulum

3.2 Implementation Method

We use the linear quadratic optimal control for
the control of the Inverted pendulum. First of all,
we define the cost function for the system. When

the matrix X satisfies

" Xp >0 (1)
vI'Xy >0 (2)

for arbitrary real vectors p and v different from O.
These are called positive definite matrix and pos-
itive semi-definite matrix, respectively. The cost
function J; is defined by the following equation:
oo
Ja =Y (@a(k)"Qaza(k) + ua(k)” Ryua(k)),
= 3
where the matrix (), is a semi-definite matrix and
the matrix R is a positive definite matrix.
It is known that the feedback coefficient matrix
of the optimal state feedback uy(k) = —Fyxq(k)

that minimizes the expression is given by
Fy=(Rq+ BiPiBy) 'BjPiAq. (4

Now, P, is the solution of the Riccati equation

of the discrete system:
Py = Qq+ A} PiAq
— AT'P;By(Ry + BYPyBy) ' Bl Py A,
5
In order to construct feedback that minimizes the
equation, it is necessary to solve the discrete Ric-
cati equation. This solution P, can be calculated as
follows. Let P;(0) be an appropriate positive def-
inite matrix Thereby, when iteratively calculating
for each natural number ¢,
Py(i+1) = Qa+ Af Pa(i)Aq
— Aj Pa(i)Ba(Ra + By Pa(i)Ba) "' Bj Pa(i) A
(6)
P;(00) converges to the solutionP;. Therefore,
convergence judgment is made appropriately. Py(IV)
for sufficiently large N is regarded as solution P.
Based on the obtained Riccati equation, we stabi-

lize the system.

3.3 Evaluation Value

The input u is created by multiplying the feed-
back coeflicient obtained by the Riccati equation by
the position ¥, speed ¥, angle 6, angular velocity 0
of the inverted pendulum

Thereby, the evaluation value J can be created
from the expression based on position y, speed g,
angle 0, angular velocity 0, input u. When creating
an inverse pendulum scheduling, refer to the value

created based on the evaluation value formula.

J :w1y2 + wgg)2 + w362
(7

+ w492 + r1u2,

where wy, wo, W3, wy,r1 are positive numbers.

When deciding scheduling to control an inverted
pendulum, the previous evaluation value multiplied

by 0.9 is added to the scheduling reference value:

Jn]=aJn—-1]+J[n], (0<a<1). (8)



3.4 Scheduling Method

As a scheduling method of my research, we pro-
pose a method to change the CPU allocated accord-
ing to the current evaluation value.

When the evaluation value is high, it is assigned
to a CPU with good performance, and when the
evaluation value is low, it is assigned to CPU with
low performance.

When a disturbance occurs and the evaluation
value temporarily rises, it is allocated to the CPU
with good performance from the current CPU. As
a result, it was made possible to respond when
disturbance occurred.

In the following figure, the evaluation value de-
creases as time elapses, and as a result it is assigned
to the one with low CPU performance, but the eval-
uation value rises as disturbance occurs 3 seconds
later.

If you use a CPU with low performance without
scheduling, It is impossible to continue execution
of the job. However, by using the concept of cyber
physical system and performing scheduling by the
evaluation value obtained from the current inverted
pendulum, it can be allocated to an appropriate
CPU.
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Fig. 5  Scheduling method

4. Experimental Result

The program assumes that 1000 inverted pendu-
lums are controlled by 8 CPUs and the sampling
period is 0.01 second, 0.02 second, 0.04 second,
0.08 second, 0.16 second, 0.32 second, 0.64 sec-
ond, 1.00 second.

During execution of the program, scheduling is
performed based on the evaluation value, and when
the evaluation value is high, it is assigned to a CPU
with good performance, and when the evaluation
value is low, it is assigned to CPU with poor per-
formance.

We set the disturbance to be applied to the in-
verted pendulum at a specific time so that we can
continue execution of the job by carrying out ap-
propriate scheduling even when the disturbance is
applied and the value of the evaluation value rises.

Specifically, disturbance of setting was applied
such that a force of about 11degree is applied for
only a moment in the positive direction 3 seconds
after the angle of the inverted pendulum.

In Figs.6 and 7, control is performed with a CPU
with a sampling period of 1.00sec, Fig.6 is an eval-
uation value when no disturbance is applied, and
Fig.7 is an evaluation value when a disturbance is
applied at a specific time.

If the disturbance is not applied, execution of the
job can be continued, but if a little disturbance is
applied, the job can not be executed.

So in Fig.8, when disturbance is applied, job
execution can be continued by shifting to the CPU
determined by scheduling.

In Fig.8, the sampling period is from 0.01 to
0.02 for CPU 3, the sampling period from 0.04sec
to 0.16sec for CPU 2, and the sampling period from
0.32sec to 0.1sec for CPU 1.

The execution result of the program is as follows.
All inverted pendulums are not displayed and only

12 are displayed, and the simulation time is done
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in 10sec, and the evaluation values obtained from

the inverted pendulum at that time are as follows.
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Fig. 8 Evaluation value with scheduling

5. Conclusion

In this experiment we successfully stabilized the
inverted pendulum using the parameters obtained
from the Riccati equation and the scheduling con-
sidered. By using the concept of cyber physical
system we could observe the state of inverted pen-
dulum and could create evaluation value. Further-
more, it was able to cope with the occurrence of dis-
turbance by the scheduling based on the evaluation
value, so it was possible to increase the strength of
the system. However, since individual attacks are
not taken into consideration, future research should
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consider scheduling in the state including them.
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Fig. 9  Execution result



